Don’t Click That Phish!

X Sender email address is at ‘naharpost.com, and should be USPS.com.

X That ‘Reply-to” address shouldn’t be there, and shouldn’t be the hijacked account ‘clinicgroup.org’

X Spelling and usage errors: companys, couldnt, ‘you’ instead of ‘your’.

X International date format, day first, 15™ August.

X When you slide the mouse over the label link, it doesn’t go to USPS.com

X ‘Printa shipping label’, not a pickup notice. Oops.

X Your parcel is magically in the ‘nearest’ post office, and not the office for your ZIP code.

X The USPS doesn’t use employee names in automated email. That should say ‘USPS’, not ‘Manager Michael...’

X The message is copyrighted by ‘USPS.COM’ but a real USPS message is not from any ‘dot-com’:
Copyright© 2018 United States Postal Service®. All Rights Reserved. The Eagle Logo and the trade dress of
USPS® Packaging are among the many trademarks of the U.S. Postal Service®.
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